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LindpoBoe npeobpazoBaHme He OorpaHMYNBaeTCA

NPOMbIWNTIEHHBIMU NMPUNOXKEHNAMN

Digitization L ©
Strategy ¢ ‘A g

for Industry, Cities,

Business Transformation:
Analysis, Policymaking,
Connected Regional
Operations, Modelling;
Analytics; Smart

o wa

S

Customer Responsive: ‘I
& Infrastructure . ) Boardroom Enhanced Sewic’; B
Parts, Materials, & Supplies: Optimize Customer )))g
End-to-end traceability; Smart Workflows A,"‘ ,
Transportation & Logistics; Smart Remote Monitoring & V"
Warehouse, AGVs, Smart spares Diagnostics

inventory management,
autonomous vehicles

Predictive Maintenance
Product as a Service

e Service Level Agreements

Services
loT Cloud

Apps & Analytics
Cybersecurity

S“:‘art loT Edge
Design & Smart
Plant, Building, Construct Products )
& Infrastructure: S ¢ Smart Connected Things:
Architecture, Engineering, & Lzl Machines & Devices with
Construction. BIM, PLM, Operate & sensors, data, embedded
Digital Twin, Simulation & Maintain intelligence & communications
Modeling, Digitization Local apps and. analytics
Upgrades. Predictive Project Operating environment data
Optimization Autonomous vehicles

Asset &
Operations
Performance:
Predictive maintenance,
Uptime, Reliability. Connected
machines, workers, components,
lighting, Predictive operations; Security,
Additive Manufacturing; Automation

Source: ARC Advisory Group
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OpHako....?

Digitalization creates ...

Opportunities

Billions of devices are being connected
by the Internet of Things, and are the

backbone of our infrastructure and economy

Connected Products

Connected Systems
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O6sa3aHHOCTU B 0b61acTn knbepbesonacHoctu— IEC 62443

" [locTaBLMUKM HECYT OTBETCTBEHHOCTb 3a Pa3paboTKy UMPPOBLIX CETEN N CUCTEM
* CUCTeMHble UHTerpaTopbl OTBEYAlOT 33 BBOJ, B 3KCNyaTauuio umudpoBoi

CUCTEMDI.
=  ABAagenblbl aKTUBOB HECYT OTBETCTBEHHOCTb 32 GYHKLUMOHUPOBaHME

LMPPOBON CUCTEMDI.

MocTaBLMKaM TPYAHO NpPeacTaBUTb A0Ka3aTenbcTBa TOro, YTo undposas
TexHoNornaA saenaeTca 6@30nacHOM ¢ TOYKM 3peHUA LLeIOCTHOCTU AaHHbIX U Kubep

6e30nacHOCTH
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O6sa3aHHOCTU B 0b61acTn knbepbesonacHoctu— IEC 62443

SL2
SL3

SL4

Advisory’Group

Casual or
coincidental
violations

Cybercrime,
Hacker

Hacktivist,
Terrorist

Nation State

No Attack Skills

Generic

Application
Specific

Application
Specific

Mistakes

Low

Moderate

High
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Nonintentional

Simple

Sophisticated
(Attack)

Sophisticated
(Campaign)

Individual

Low (Isolated
Individual)

Moderate
(Hacker Group)

Extended
(Multidisciplinary
Teams)
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BbiBOAbI

= [lpombliwneHHasa undpoBmM3aLmMa HAXOANUTCA NOA NOCTOAHHOM aTaKoM

" YCTaHOBJIEHHbIE pelleHNA A0/IKHblI COOTBETCTBOBATb pekomeHaauunam. na
AOCTMXEHWNA NOCTABNEHHDbIX LieNen.

= C TOYKM 3peHunn knubepbesonacHocTu ctaHaapT IEC 62443 asnaetca ogHOM m3
BO3MOMHbIX NYyYLIMX MPAKTUK.

= KnaccnodumKkauma yposHer 6e30nacHOCTM KOMMNOHEHTOB byaeT ynpoLleHa, ecam
OC npegHa3sHayeHa ana obecneyeHnAa 6e€3o0nacHOCTU MeTOA010MMN.

Hukorpa He 3abbiBanTe onpeaeneHme KnbepbesonacHocTu :

Pacxobl 310yMbILLNEHHWKE > > BbIFOAHbIA 3apaboToK
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FOR INDUSTRY

Let’s talk!

For more information, contact the author at
tmenze@arcweb.com or visit our web pages at
https://www.arcweb.com/arc-russia

dfeshin@arcweb.com
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